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1 Executive Summary  

Deliverable 9.3 outlines the SPIRIT ethical monitoring procedures and structures set up by the SPIRIT 

Consortium to monitor all relevant ethical and legal issues that may arise during the project. The 

primary role of the Ethical Advisory Board (hereinafter EAB) is to provide independent advice, 

guidance and monitoring procedures to the SPIRIT Consortium. 

Section 2 provides an overview of the internal and external monitoring structures within the SPIRIT 

project. 

Section 3 describes the EAB development. Special attention is paid to describe the role, tasks, 

responsibilities and monitoring activities of the SPIRIT Ethical Advisory Board. 

Section 4 focuses on EAB Roadmap activities. Sub-section 4.5 lists in detail nine specific EAB 

monitoring tasks, including contracts, anonymisation techniques, re-identification risks, and 

possible misuses of the systems (e.g. the risk of the crawler capturing and reproducing biases). 

Section 5 contains the ethical assessments already in place about SPIRIT (evidence from two 

independent ethical bodies). Additionally, this Section also addresses an information template letter 

for LEAs’ Ethical Committees and National Data Protection Agencies. 

Finally, the documents mentioned in D9.3. are reproduced in the Annex. A detailed description of 

the protection policies can be found in the Reply to Ethics Second Assessment Report delivered to 

the European Commission on 31th April 2018, and in the SPIRIT D9.2 Incidental Findings Policy.  
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2 SPIRIT Ethical monitoring structures and procedures 

Monitoring activities within the SPIRIT Project will be carried out by internal and external 

authorities.  Internal authorities are (i) the ethical and legal lead partner of the project UAB-IDT; and 

(ii) the Data Protection Officer, specially appointed to ensure strict compliance with the EU and 

national legal data protection frameworks. The external authorities are (i) the Ethical Advisory Board 

(EAB)AB, (ii) the Ethical Committees of the LEAs participating in the project, and (iii) National Data 

Protection Authorities.   

2.1 SPIRIT Internal monitoring structures 

2.1.1 SPIRIT Data Protection Officer 
Professor Nicholas Morris has been temporarily (to be confirmed) appointed as the SPIRIT DPO to 

monitor and ensure strict compliance of the SPIRIT research activities with the General Data 

Protection Regulation (EU) 2016/679 and the Directive (EU) 2016/680.   

However, the way this specific role is defined in EU research programmes casts some doubts, because 

of the double dimension of role and part-time job are not clearly differentiated. The role and 

functions are stated, e.g., in the Horizon 2020 Programme Guidance. How to complete your ethics 

self-assessment1 : “For organisations that must appoint a DPO under the GDPR: Involvement of the 

data protection officer (DPO) and disclosure of the contact details to the research participants.” (p. 

17); and “For complex, sensitive or large-scale data processing or data transfers outside of the EU, 

you should consult your data protection officer (DPO), if you have one, or a suitably qualified expert”; 

“ if you have a data protection officer (DPO), it is generally recommended to involve them in all stages 

of your project, whenever it comes to data privacy issues, since this will help your proposal and grant 

agreement implementation (EU grants are subject to full compliance with data privacy rules)” (p.20).  

The DPIA we put in place in our ethics self-assessment showed the need to appoint such a position 

for SPIRIT, embracing both dimensions.2  This is a key figure in the SPIRIT ethical programme.  

The responsibilities of the SPIRIT DPO are in accordance with Section 4 of the General Data Protection 

Regulation (EU) 2016/679 and The WP29 Guidelines on Data Protection Officers (2017): “DPOs act as 

intermediaries between relevant stakeholders (e.g. supervisory authorities, data subjects, and 

                                                       
1http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-
assess_en.pdf  
2 The SPIRIT DPIA was provided by the SPIRIT Consortium in the Reply to Ethics Second Assessment Report delivered to 
the European Commission on 31th April 2018 (Section 9). 

http://www.spirit-tools.com/
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business units within an organisation)” (p. 1).3 But in the WP29 Guidelines, research is not explicitly 

addressed. We can outline the responsibilities of the SPIRIT Research DPO as follows:  

• Ensuring accountability of all SPIRIT processes 

• Providing advice to the SPIRIT Consortium regarding SPIRIT data protection strategy and 

implementation to ensure compliance with GDPR requirements or Member State data 

protection provisions. 

• Monitoring compliance within the applicable data protection framework, including the 

assignment of responsibilities, awareness-raising and training of staff involved in 

processing operations. 

• Providing advice related to the data protection impact assessment and monitoring its 

performance jointly with the ethical lead partner and the EAB. 

• Acting as a contact point for the supervisory authorities on issues related to data 

protection, including prior consultations to LEAs Ethics Committees, supervisory 

authorities, and internal controllers.  

• Carrying out, with the ethical lead partner, the planned SPIRIT checks and audits. 

• Acting as the intermediate facilitator regarding data processing at all stages of the project, 

and in all general meetings. 

DPOs deal with accountability. Accountability means ensuring and being able to demonstrate 

compliance with privacy and data protection principles (or legal requirements). Data Protection 

Officers are installed to perform internal audits and handle complaints. This is prior to any modelling 

or data protection by design and by default developments (Danezis et al. 2014). In this field, the figure 

of Data Protection Officer stems from the soft law and government perspective adopted by 

international standards in the Madrid Resolution (2009): The appointment of one or more data 

protection or privacy officers, with adequate qualifications, resources and powers for exercising their 

supervisory functions adequately. (art. 22.b).  To our knowledge, in European research, DPOs have 

been encouraged, but not fully regulated. Nevertheless, in security projects they may become a key 

figure because of the nature of investigations and the necessity of intermediates between LEAs, 

researchers, and companies. They can help to reach the balance between data protection and 

security on daily bases that is needed for the right development of research processes.  

 

                                                       
3 http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048  
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2.1.2 Institute of Law and Technology (UAB-IDT). 

The Ethical and Legal lead partner, UAB-IDT (www.idt.uab.es) will be assisted by the Independent 

Ethical Board. The SPIRIT Consortium is aware that the amount of planned activities requires day-to-

day monitoring. Therefore, a procedure has been established in which each Work Package and task 

leader will be responsible for the ethical and legal compliance of the activities conducted under her 

coordination and supervision. Therefore:  

• Frequent meetings will be held virtually or physically between the Ethical lead partners and 

the WP leaders 

• Task leaders will report any issues to WP leaders 

• WP leaders will report any issues to the Ethical lead partner 

• Every project meeting will have a time slot allocated for the discussion of ethical and legal 

issues 

• The Ethical lead partner will design and/or distribute training and aware-raising materials 

among partners 

• The EAB will conduct a formal ethical review every six months  

• Access to all project documentation will be granted to the EAB members 

2.2 SPIRIT External Monitoring Structures 

2.2.1 SPIRIT Ethical Advisory Board (EAB) 

The EAB was established prior to the kick-off meeting of the project held in Milan from 29th till 31th 

August 2018. Its inception took place officially at the specific EAB kick-off held via Skype on 27th 

August 2018 (USA, Europe and Australia).  

The members of the SPIRIT EAB are: Professor Ugo Pagallo (Chair) (University of Turin, Italy), Professor 

Virginia Dignum (Umeå University, Sweden), Professo Lilian Mitrou (University of the Aegean-

Greece)Professor Giovanni Sartor (University of Bologna, Italy) and Professor David Watts (La Trobe 

University, Melbourne). This EAB combines several kinds of expertise, in law, ethics, and computer 

science. All members have an extended record dealing with privacy and data protection issues. 4   

                                                       
4  Contact: ugo.pagallo@unito.it , M.V.Dignum@tudelft.nl , l.mitrou@aegean.gr , giovanni.sartor@unibo.it , 

d.watts@latrobe.edu.au   
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All members of the EAB have signed a formal agreement, after the acceptance of the invitation letter 

sent by the WP9 lead, Professor Pompeu Casanovas (Annex 1).    

 

2.2.2 Constitution of the EAB 

The EAB was established in advance of the kick-off meeting of the project, held in Milan from 29th 

until 31th August 2018. The EAB was officially constituted on August 27th 2018. The details, content, 

and decisions were thoroughly discussed via teleconference (USA, Europe, Australia). The minutes of 

the session are reproduced in Annex II. EAB members formally agreed to provide their services signing 

a Letter of Agreement for participation attached in Annex III of this deliverable in line with the Work 

Plan of the DoA, which is part of the 786993 H2020 SPIRIT Grant Agreement (Annex III).  

All EAB members were duly informed about the following matters:  

• Overview of the SPIRIT project 

• Ethical and legal implications of the planned research activities within the project 

• Responsibilities of the EAB  

• Expected role of the EAB 

• Tasks of the EAB 

• Preliminary findings of the Data Protection Impact Assessment carried out by the UAB-IDT  

• Payment procedures set by the Spirit Consortium to reimburse  EAB  activities within the 

project 
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3 SPIRIT EAB: Development   

3.1 Roles 

The expected roles of the EAB can be described as follows:  

• To provide independent advice and guidance to the SPIRIT Consortium about how to tackle 

ethical issues and how to generate advanced and innovative technologies that could lead to 

the infringement of citizens’ rights during the lifecycle of the project 

• To monitor the project modus operandi with reference to Ethics  

• To monitor the design, development and implementation of the technologies being 

developed by the SPIRIT Consortium during the lifespan of the project 

The responsibility of the EAB, apart from delivering six ethics screening reports, is to monitor the list 

of ethical issues on a regular basis and to give advice to the SPIRIT Consortium to avoid ethical 

concerns and risks regarding the following subjects: 

• Ethical issues related to the implementation of the Service Contracts between the involved 

LEAs providing access to their facilities, and the technical partners of the project.  

• Ethical issues related to Ethics Committees or competent authorities for each research 

location or of the recognised institution providing ethics approvals covering work conducted 

elsewhere. 

• Confirmation that no use of traps and/or deception as a research technique is employed by 

the Consortium. 

• Ethical issues related to all anonymisation techniques and to the databases involved in this 

process. This includes also risks (re-identification risks and procedures) and vulnerabilities 

regarding the solutions implemented to anonymise biometric data. 

• Ethical issues related to the policy for managing re-identified data implementation. Including 

roles, responsibilities, retention periods and destruction mechanisms. 

• Ethical issues regarding the kind of information resources accessed for developing crawlers 

and the deployed ontology of the privacy-preserving software. 

• Confirmation of the ethical approval regarding the sources of data that the Semantic Crawler 

collects, especially if the Dark Web or data from emails are used. 

• Ethical issues related to all datasets used with respect to proper authorisations for original 

and secondary consents. 

http://www.spirit-tools.com/
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• Ethical issues regarding possible misuse including: i) the risk of the crawler capturing and 

reproducing bias; ii) the risks of further stigmatising of vulnerable populations; iii) 

exploitation targets limiting the countries to those adhering to the EU limitations on 

exporting surveillance technologies; iv) employment of the appropriate training procedures 

for research staff to ensure that they are familiar with the above mentioned risks and 

procedures. 

• Ethical issues regarding the use of information and consent forms. 

• Ethical issues regarding the proper implementation of the incidental findings policy. 

3.2 Tasks, Responsibilities and Working Procedures 

The EAB tasks foreseen for the SPIRIT Project are the following: 

• Reviewing, reporting and advising the SPIRIT Consortium.  

• Cooperating closely with WP9 to monitor the overall ethics related issues including LEAs 

behaviour, use case developments, and the final ethical audit 

• The EAB will review all Deliverables and will produce semi-annual reports on SPIRIT research 

activities, as well as six ethics screening reports. 

• The EAB will convene at the kick-off meeting of the project and will establish the rules of 

conduct that will conform to the needs described in the SPIRIT project workplan. 

• At least twice a year the EAB will convene before the meeting of the Project Executive 

Committee (PEC) and will present a semi-annual report during the PEC meeting. 

• Participation of the EAB in the following Review Meetings of the project: i) Ethics Review 

(M3); ii) First Review Meeting (M12); iii) Intermediate Technical Review (M24); iv) and, Final 

Review (M36). 

3.3 Terms of Reference and Working Procedures  

All members of the EAB have been fully informed by the ethical lead partner of the SPIRIT Project 

(UAB-IDT) about the nature of their participation as independent ethics advisors within the context 

of the SPIRIT Project. Prior to the kick-off meeting of the EAB they received all relevant information 

in relation with their role, tasks and responsibilities as members of the EAB.  

As mentioned above, all members of the SPIRIT EAB have been required to sign a Letter of Agreement 

to participate in the SPIRIT Project.  

http://www.spirit-tools.com/
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Professor Ugo Pagallo has been appointed as Chairperson of the EAB. He will lead the development 

of the external monitoring strategy planned by the ethical lead partner of the project to ensure ethical 

and legal compliance with the SPIRIT research activities. As Chairperson of the EAB he will ensure the 

following procedural rules:  

• Principles governing the activity of the EAB:  

o All members of the EAB shall perform their tasks in compliance with the principles of 

excellence, independence, accountability, transparency and confidentiality.  

o All activities of the EAB will be subject to EU and national ethical and legal framework 

provided in the SPIRIT Reply to the Ethics First Assessment Report (December 5th 2017, 

Section 1 and 2), and the SPIRIT Addendum to the SPIRIT Ethical Screening Report 

(January 2018, Section 2).  

o Nonetheless, the ethical lead partner will provide an updated version of the ethical 

and legal framework in the following Deliverables planned in the DoA of the SPIRIT 

Project: D.9.5-Legal and Ethical Framework and Risk analysis Report (a); D.9.6-Legal 

and Ethical Framework and Risk analysis Report (b).  

• Voting rules: The EAB shall act by a majority of its members. 

• Decision-making procedures regarding EAB activity: 

o Decisions/Opinions/Actions related to any task foreseen for the EAB within the context 

of the SPIRIT project should be reached by consensus. If such consensus cannot be 

reached, the EAB decision shall consist of the opinion of the majority of EAB members. 

Nevertheless, minority or dissenting opinions shall always be included within the 

reporting activities of the EAB and properly communicated to the SPIRIT Consortium 

and the Project Officer. In any case, these minority or dissenting opinions/views will 

be formally included in the EAB reports.   

• Efficient functioning of the EAB: 

o  The Chairperson will be the main contact person to address the relationship between 

the SPIRIT Consortium partners and the EAB. Nevertheless, and according to the 

monitoring procedures and structures established by the ethical lead partner of the 

project5, the Chairman will receive any ethical concern/doubt previously sent by the 

task leaders or work package leaders to the UAB-IDT team. He will take proper actions 

in order to: i) communicate without delay the request to the rest of the EAB; and ii) 

                                                       
5 Addendum to the SPIRIT Ethical Screening Report, January 2018, Section 2.2 

http://www.spirit-tools.com/


 

 

13 

 

 

www.spirit-tools.com 

 

  
Project funded by H2020  Programme  -   Grant Agreement number: 774265   

organising the internal discussion (via conferences, or email) of the EAB with the aim 

of providing swift and appropriate guidance to the requester.  

o Due to the nature of the privacy and data protection concerns raised by the SPIRIT 

research activities, and with the aim of performing the EAB tasks and responsibilities 

in full compliance with the ethical and framework previously identified, close 

cooperation with the Data Protection Officer (DPO) appointed specifically for the 

project is required on a regular basis. The Chairperson shall ensure this cooperation 

facilitating the communication of the relevant data protection and privacy issues to 

the rest of the members of the EAB. 

o The Chairperson will be in charge of drafting jointly with the ethical lead partner of the 

project the EAB meeting agendas corresponding to the mandatory EAB participation 

in: i) the Ethics Review (M3); ii) First Review Meeting (M12); iii) Intermediate Technical 

Review (M24); and iv) Final Review (M36). After the meeting, the Chairman will also 

prepare minutes of each meeting that need to be sent to the ethics lead partner once 

all the members of the EAB have signed and agreed with the content of the minutes.  

o The Chairperson assisted by the ethical lead partner of the project will be in charge of 

leading and preparing the production of six semi-annual reports on SPIRIT research 

activities according to the developments of the SPIRIT research activities (First EAB 

Ethics Screening Report –M6; Second EAB Ethics Screening Report-M12; Third EAB 

Ethics Screening Report-M18; Fourth EAB Ethics Screening Report-M24; Fifth EAB 

Ethics Screening Report-M30; Sixth EAB Ethics Screening Report-M366).  

o The Chairperson assisted by the ethical lead partner of the project will address the EAB 

contributions to the deliverables foreseen within Work Package 9 following the rules 

contained in The Project Handbook (WP1) regarding deliverable production process. 

o The Chairperson will take into account the needs of the SPIRIT Consortium. At least, 

twice a year the EAB will convene before the meeting of the Project Executive 

Committee and will present a semi-annual report during the PEC Meeting.  

o The Chairperson in coordination with the ethical lead partner will ensure that all 

relevant documents for developing EAB activities are received by all EAB members. 

They will have the opportunity to provide their individual opinions and views in the 

decision-making process on each deliverable/research activity entailing ethical and/or 

legal concerns. 

                                                       
6 The due date for submission to the EC (M1=August 2018, M36=July 2021) 
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14 

 

 

www.spirit-tools.com 

 

  
Project funded by H2020  Programme  -   Grant Agreement number: 774265   

3.4 Terms of Reference and Payment Procedures 

The SPIRIT Consortium agreed to cover all incurred expenses of the EAB Members (e.g. travel and 

accommodation) plus a remuneration fee. As the whole duration of the project is 36 months, the 

remuneration fee will be a lump sum that will be distributed over three years. Members of the EAB 

will invoice the correspondent lump sum every three months to the UAB-IDT.  

http://www.spirit-tools.com/
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4 SPIRIT EAB: Roadmap Activities   

4.1 EAB Ethics Screening Reports 

Table 1 shows the six semi-annual EAB Ethics Screening Reports to be submitted to the European 

Commission, and the reporting time period to present these reports: 

 

Table 1: EAB Ethical Semi annual Reports 

ID Ethical 

Report 
Report Title  

Dissemination 

Level 

Due Date 

(in 

months)  

R1-EAB 
First EAB Ethics 

Screening Report 
Public M6 

R2-EAB 
Second EAB Ethics 

Screening Report 
Public M12 

R3-EAB 
Third EAB Ethics 

Screening Report 
Public M18 

R4-EAB 
Fourth EAB Ethics 

Screening Report 
Public M24 

R5-EAB 
Fifth EAB Ethics 

Screening Report 
Public M30 

R6-EAB 
Sixth EAB Ethics 

Screening Report 
Public M36 

 

The preparation and submission of the EAB reports will follow the guidelines contained in the SPIRIT 

Handbook on Deliverable production process, roles and responsibilities. According to this, the 

Chairman of the EAB will deliver a report plan including a draft table of contents, expected 

contribution per partners, and timing for contribution. In addition, he will be in charge of producing 

a report prior the submission of the draft by the ethical lead partner of the project, at least two weeks 

before of the internal delivery deadline of the SPIRIT deliverable process.  

http://www.spirit-tools.com/
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The aim of these reports will be to provide initial, mid-term and final recommendations to the SPIRIT 

Consortium about the development of the SPIRIT research activities. Results of the EAB monitoring 

will also be included in these Deliverables.  

Recommendations provided by the EAB will be considered as mandatory for the SPIRIT Consortium. 

These recommendations or any EAB advice will be considered as a contractual obligation, due to the 

nature of the ethical and legal risks that SPIRIT research activities entail. Any deviation from the 

criteria laid down in the EAB recommendations will be considered as a breach of the undertaking in 

terms of compliance with the ethical and legal framework applicable to the SPIRIT project. Pro-active 

measures at different levels will be taken by the EAB to alert about the infringement, the possibility 

to address such infringement, and the consequences of ignoring the EAB recommendations. The 

Chairman of the EAB jointly with the ethical lead partner of the project will alert such circumstances 

to the project coordinator, the DPO and the Project Officer of the project to evaluate the 

consequences of the infringement for the partner involved and the Consortium as a whole.  

4.2 EAB Deliverables Review 

Members of the EAB will provide their input in all planned WP9 Deliverables to advising, reviewing, 

guiding and monitoring any ethical and legal issue that needs to be addressed. Regular conferences 

with the work package leader and task leaders of WP9 will be promoted by the Chairman of the EAB 

in coordination with the ethical lead partner of the project to organise the EAB contribution. 

According to the DoA, WP9 Deliverables consist of:  

• D9.1 Informed Consent - M3 – A report on the consent procedures necessary for data 

collection for specified, explicit and legitimate purposes and not processed in a manner that 

is incompatible with those purposes. 

• D9.2 Incidental Findings Policy - M3 – A report defining the SPIRIT incidental findings policy 

designed for close monitoring of the activities involving real data and to be conducted 

throughout the duration of the project. 

• D9.3 Ethics Advisory Board - M3 – This document sets the environment, the responsibilities 

and the SPIRIT Ethics Advisory Board roadmap. The report elaborates on the details of Who 

does What, and When and How the EAB will be providing continuous advice to the Project 

Executive Committee in line to the expectations listed in the SPIRIT Grant Agreement. 

• D9.4 Notification to National Data Protection Authorities - M3 – This report will describe the 

formal contact on behalf of SPIRIT in notifying all National Data Protection Authorities of the 

SPIRIT activities. 
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• D9.5 Legal and Ethical Framework and Risk analysis (Report) (a) – M12 - This Deliverable will 

detail the regulatory and ethical framework and will single out the relevant normative 

constraints to be taken into account in the design of functionalities and architecture of the 

SPIRIT platform (WP2, WP3, WP7). 

• D9.6 Legal and Ethical Framework and Risk analysis (Report) (b) – M34 - This Deliverable will 

detail the regulatory and ethical framework and will single out the relevant normative 

constraints to be taken into account in the design of functionalities and architecture of the 

SPIRIT platform (WP2, WP3, WP7). 

• D9.7 Privacy Controller for Modelling and Filtering (Software and Report) (a) - M15 This 

report will document the software from this deliverable as will be embedded in the cyclic 

development of the SPIRIT platform thereby ensuring that legal, ethical and privacy 

requirements are implemented in the system architecture 

• D9.8 Privacy Controller for Modelling and Filtering (Software and Report) (b) - M33 This 

report will document the software from this deliverable as will be embedded in the cyclic 

development of the SPIRIT platform thereby ensuring that legal, ethical and privacy 

requirements are implemented in the system architecture. 

 

At this stage of the project, Table 2 shows the EAB expected tasks/input to be provided in relation 

with Deliverables foreseen for M3.  

 

Table 2: EAB expected input for WP9 planned Deliverables for M3 

ID Deliverable EAB expected input 

D9.1 Informed Consent 

Task 1. Revision and validation of the Informed Consent Template 

(SPIRIT Information Sheet and Certificate of Consent) for SPIRIT 

research activities 

D9.2 Incidental Findings 

Policy 

Task 1. Revision and validation of the Incidental Findings Policy 

and issues related to residual risks 

D9.3 Ethics Advisory Board 

Task 1. Revision and validation of the D.9.3 content.  

Task 2. Signature of the kick-off meeting minutes (Milan) 

Task 3. Individual opinion of the SPIRIT EAB Members on the 

ethical screening performed by the REA. Particularly, it is expected 

an individual opinion on the specific measures taken to reduce or 

minimize the ethical and legal risks previously identified. 
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References to the ACIA Opinion and the UAB Ethical Committee7 

need to be included.  

Task 4: A set of preliminary recommendations will be provided 

and included in the Deliverable. According to EAB individual 

opinions, a list of initial recommendations will be provided.  

D9.4 Notification to 

National Data Protection 

Authorities 

Task 1. Revision and validation of the procedures related to 

notification to competent National Data Protection Authorities.  

 

4.3 EAB Participation in the Review Meetings 

The project reviews, as planned in the DoA are:  

• Ethics Review-end of M3 

• First Review Meeting-M12 

• Second Review Meeting-M24 

• Final Review Meeting-M36 

 

The attendance of the EAB is mandatory to the review meetings of the project. At least two members 

of the EAB including the Chairperson will attend the review meetings. Those EAB members that could 

not physically attend the review meeting (prior justification to the Coordinator and the ethical leader 

of the project) will participate via tele-conference and will provide their written contribution to the 

Chairperson of the EAB before the review meeting.  

4.4 EAB Participation in the Project Executive Committee  

At least twice a year the EAB will convene before the meeting of the Project Executive Committee 

and will present a semi-annual report during the PEC meeting. Ordinary meetings of the SPIRIT PEC 

will be held twice a year. 
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4.5 EAB Specific Monitoring Tasks  

1. EAB Tasks in relation to ethical issues in the implementation of the Service Contracts signed 

between the involved LEAs with the technical partners of the SPIRIT Project 

EAB Task 1.1-WP3- Responsible partner AES- SPIRIT Proof of concept.  

The EAB will check that Confidentiality Agreements8 have been signed prior to the use of the Valcri 

Data set by all partners and researchers involved in the processing of the data set within the SPIRIT 

project.  

The EAB in collaboration with the SPIRIT DPO both supported by the UAB-IDT will request to the 

coordinator of the project for providing copy of the signed Confidentiality Agreements with the aim 

to verify the signature of those Agreements and confirm compliance with this data protection 

requirement. In addition, the EAB will check that proper authorisation for the reuse of such data is 

provided. Due date for this task is M4.  

EAB Task 1.2-WP3 (Task 3.3)- Responsible partner AES-Participants SYN, LTEC, NST- SPIRIT Proof of 

concept.  

The EAB in collaboration with the SPIRIT DPO, both supported by the UAB-IDT, will carry out 

monitoring activities on the basis of periodical checks (at least once every two months) in order to 

ensure that mock-up websites and social network profiles do not contain real personal data.  

EAB Task 1.3-WP8 (Task 8.5)- Responsible partner CPIC- SPIRIT Evaluation Phase.  

Periodical checks will be carried out by the EAB and the DPO under the coordination of the UAB-IDT 

on a periodical basis to ensure that no personal data from LEAs databases is transferred to the SPIRIT 

Project. If this situation occurs, personal data will be immediately deleted. The EAB will be informed 

about this incident through the ethics lead partner of the project, with previous communication of 

the incident to the DPO. 

EAB Task 1.4-WP8 (Task 8.4/Task 8.5)- Responsible partner CPIC- SPIRIT Evaluation Phase.   

The EAB jointly with the DPO and in full cooperation with the ethical lead partner will monitor that 

during the installation, training and or evaluation phase: i)  only SPIRIT authorized technical partners 

have access to the SPIRIT end-users premises previous authorisation of the end-user partner.; ii) 

physical access to end-users facilities will never include access to personal or confidential data of the 

end-user partner; iii) access to data by the technical partners for actions related to installation, 

training or evaluation will only be allowed after obtaining the necessary level of clearance from the 

                                                       
8 SPIRIT Reply to the Ethics Second Assessment Report, April 2018, Annex 4 and Annex 5 
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competent authority in compliance with the applicable procedures in the country of the SPIRIT end-

user.  

2. EAB tasks related to Ethics Committees or competent authorities for each research location or of 

the recognised institution providing ethics approvals covering work conducted elsewhere 

EAB Task 2.1-WP9- Responsible partner UAB-IDT.  

The EAB jointly with the SPIRIT DPO will check that copies of opinions/approvals by local ethics 

committees and/or competent authorities for each research location must be submitted.  

EAB Task 2.2- WP9-Responsible partner UAB-IDT. The EAB in full cooperation with the UAB-IDT will 

notify LEAs’ ethics committees in M4. 

3. EAB tasks with regards the confirmation that no use of traps and/or deception as a research 

technique is employed by the Consortium 

EAB Task 3.1-WP9- Responsible partner UAB-IDT. During project execution, the EAB and the project’s 

DPO will examine investigation techniques before they are deployed into the Dark Web; this kind of 

behaviour should only be triggered when required by a specific use case or investigation (privacy-by-

design and privacy-through-design) and in full compliance with national legislations and EU 

guidelines. The EAB will provide advice and recommendations on the development of capabilities to 

collect data in the Dark Web in M6.  

4. EAB tasks related to any anonymisation techniques used and to the databases involved in this 

process. This includes also risks (re-identification risks and procedures) and vulnerabilities 

regarding the solutions implemented to anonymise biometric data 

EAB Task 4.1-WP3- Responsible partner AES - SPIRIT Proof of concept.  

With regard to the SPIRIT policy for Valcri data re-identification risks identified by the SPIRIT project, 

when a real person is identified the researcher/developer must immediately notify AES, as the 

partner responsible for anonymisation in the SPIRIT Project and the SPIRIT DPO.  

When such an event occurs, the DPO will consult the EAB in order to advise AES on the following 

issues: i) the need to notify and or grant access to data to the person identified; ii) the need to notify 

West Midlands Police, as owners of the data set; iii) the need to erase the person’s data from all data 

sets; v) the need to re-anonymise the person’s data from all data sets. If the final decision is to re-

anonymise the data, this will be done, and the entire process will be re-run to ensure that the identity 

of a real person cannot be reconstructed. 

EAB Task 4.2- The EAB will collaborate in providing their opinion/recommendations with regards the 

updating of the DPIA foreseen for: i) after end-users’ requirements are collected and use cases 
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defined (M7); before training and evaluation exercises at LEAs premises start (M13); iii) in the middle 

of the research and development phases (M18); and before the end of the project (M35). EAB 

recommendations will be included in the EAB Ethics Screening Reports and properly communicated 

to the SPIRIT Consortium. 

5. EAB tasks for monitoring retention periods and destruction mechanism 

EAB Task 5.1. The EAB will monitor the SPIRIT Consortium running periodical checking in order to 

ensure the retention period policy for SPIRIT datasets.  The retention period established for the Valcri 

Data Set will be the whole duration of the project, that is 36 months. The Valcri Data Set should be 

erased after the end of the project in accordance with the storage limitation principle as set out in 

Article 5 (1) (e) of the General Data Protection Regulation. The EAB at the end of the project will 

confirm the erasure of Valcri Data Set.  

Retention period for mock-up websites and social network profiles will be 36 months, except if those 

data would be needed for auditing processes by the EC. If it is the case and according to the official 

retention period established by the EC, the retention period will be 5 years. 

Retention period concerning LEAs Data used during the evaluation phase is subject to national LEAs’ 

legislation requirements and their own monitoring procedures. 

Retention period recommended for open source data processing during the training and the 

evaluation activities by LEAs will be 36 months, except if LEAs national legal frameworks provide 

different retention periods for this type of data, always according to the purpose principle. The EAB 

will confirm the erasure of these data at the end of the project (M36). 

6. Ethical issues regarding the kind of information resources accessed for developing crawlers and 

the deployed ontology of the privacy preserving software 

EAB Task 6.1. The EAB will monitor specific technical measures included within the SPIRIT system to 

implement safeguards related to privacy preserving algorithm development. 

EAB Task 6.2. The EAB will monitor the SPIRIT ontology building processing. 

EAB Task 6.3. The EAB will monitor the development of: i) the Online Social Network Crawling 

Capabilities; ii) the Dark Web Crawling Capabilities; iii) and the Semantic Crawling Capabilities to 

provide specific recommendation on their development. 

7. Ethical issues regarding possible misuse including: i) the risks of the crawler capturing and 

reproducing bias; ii) the risks of further stigmatising of vulnerable populations; iii) exploitation 

targets limiting the countries to those adhering to the EU limitations on the exporting of 

surveillance technologies; and iv) employment of the appropriate training procedures for research 

staff to ensure that they are familiar with the above-mentioned risks and procedures 
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EAB Task 7.1. The EAB will provide specific recommendations on SPIRIT crawlers once user 

requirements have been specified within the tasks of WP2. 

EAB Task 7.2. The EAB will evaluate SPIRIT crawlers in order to provide specific recommendations 

related to avoid the risk of further stigmatising vulnerable populations. 

EAB Task 7.3. The EAB will ensure that the SPIRIT Consortium is committed with the legislative 

process the European Union is developing on the selling of surveillance technologies to non-

democratic regimes.  

EAB Task 7.4. The EAB will ensure that before implementing SPIRIT technology in LEAs premises, they 

have provided information on the security systems and procedures they have in place to ensure that 

this is according to European and national standards in terms of data security.  

EAB Task 7.5. In relation with tasks foreseen in WP8, the EAB will closely monitor the following 

aspects: i) appropriate training procedures for end-user partners to ensure they are familiar with the 

ethical and legal risks that the SPIRIT research entails and procedures set up within the SPIRIT 

Consortium to tackle them; ii) recruitment methods and voluntary participation of the end-users staff 

in the evaluation of the SPIRIT platform. The EAB will provide a set of recommendations on these 

methods.  

The EAB will be in close collaboration with the SPIRIT DPO, the IDT and the WP8 leader in order to 

advice and monitor training and evaluation tasks foreseen in the project. The IDT will be in charge of 

facilitating such collaboration planning regular meetings with WP task leaders. 

8. EAB tasks regarding the use of information and consent forms 

 

EAB Task 8.1. The EAB will advise and approve the informed consent forms provided by the IDT in 

order to ensure voluntary participation of the end-users staff in the evaluation exercises of the 

projects and in any activity addressed to gather end-users requirements (questionnaires, interviews, 

and focus groups) or use-cases formalisation (workshops). D.9.1 will provide those consent forms 

templates with the approval of the EAB. Personal data from voluntary participants will be erased after 

the end of the project except those data needed for auditing processes in front of the EC. 

EAB Task 8.2. The EAB will closely monitor the use of the information gathered from end-user 

partners. Thus, the EAB and the DPO under the coordination of the IDT will run regular checks in M17 

in order to ensure that the results and feedback provided by the end-users with regards to the 

evaluation of the SPIRIT platform are fully anonymised. No personal data will be transferred from 

LEAs databases to the SPIRIT Consortium.  

http://www.spirit-tools.com/


 

 

23 

 

 

www.spirit-tools.com 

 

  
Project funded by H2020  Programme  -   Grant Agreement number: 774265   

EAB Task 8.3. Data breach notification: the EAB and the DPO will be consulted by the UAB when a 

member of the Consortium detects and communicates a data breach with the aim of evaluating the 

data breach and making a decision on the steps to take. That is, to correct or minimise the impact of 

the breach. Further information on data breach notification procedures within the activities of the 

SPIRIT project is provided in D9.4, including previous approval by the EAB. 

EAB Task 8.4. The EAB jointly with the DPO will monitor access rights of individuals and access rights 

of the participants in the research. In the first case, access rights of individuals subject to investigation 

will be exercised before the relevant LEA, following the procedures defined in each national legal 

framework meanwhile in the second case, access rights of participants in the research will be 

exercised before the coordination of the Consortium. All participants involved in the research will be 

informed of their rights in terms of correction or deletion of their personal data at any time. 

In case an individual request access to data that has been processed in the evaluation or training 

session and with the SPIRIT platform, the LEA-controller that receives the petition shall immediately 

notify the EAB and the DPO. They will evaluate whether the communication of the information can 

pose any risks in terms of potential misuse of the research. 

EAB Task 8.5. Transfer of data to/from non-EU countries. The EAB and the SPIRIT DPO will ensure that 

no personal data is transferred to or from non-EU countries. SERBLEAN (Serbia) as end-user of the 

SPIRIT project will use data coming from their own database and open source data for the training 

and evaluation activities in compliance with the following rules: i) activities foreseen in Serbian 

territory will be conducted in strict compliance with the ethical and legal rules and guidelines set up 

within the SPIRIT project, specially those of the EAB; ii) whenever SPIRIT ethical and legal rules and 

guidelines refer to national legislation for a specific matter, the EAB and the DPO will check, prior to 

the developments of the activities that the applicable rules are compatible at least with one EU 

Member State; iii) feedback from the training and evaluation processes will be given back to the 

SPIRIT Consortium after full anonymisation.  

9. EAB tasks related to the proper implementation of the incidental findings policy 

EAB Task 9.1. The EAB will give advice and recommendations on the incidental findings policy 

presented in D.9.2 and monitor the proper implementation of this policy jointly with the SPIRIT DPO.  
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5 SPIRIT Ethical Assessments 

5.1 SPIRIT Preliminary Set of Recommendations  

The EAB, led by Prof. Ugo Pagallo, has validated the following set of preliminary recommendations 

agreed by consensus concerning those issues that will be screening in the Ethical Review Meeting in 

M3: 

 

5.1.1 Informed Consent 
SPIRIT Deliverable D9.1 on Informed Consent provides ethical guidelines for conducting qualitative 

research activities and templates of informed consent form to be used in the SPIRIT project. Both in 

accordance with the opinion and recommendations provided by the members of the EAB.  

5.1.2 Incidental findings policy 
The EAB considers relevant to include a summary of the recommendations concerning the SPIRIT 

incidental findings policy developed in D. 9.2 as follows:  

Researchers 
 

• R1 Researchers should describe to potential recipients incidental, secondary and 

discovery findings that are likely to arise or be sought from the tests and evaluations 

conducted. The principle of informed consent applies in all situations. Researchers 

should also clearly communicate to participants the plan for disclosing and managing 

anticipatable incidental findings. 

• R2 In the case that a name corresponding to a real person had been de-anonymised, the 

researcher/developer that detects the problem must immediately notify AES, as the 

partner responsible for anonymisation in the SPIRIT project, and the SPIRIT DPO.   

• R3 The SPIRIT DPO, after consulting with the EAB will decide and instruct AES on the 

following issues: (i) the need to notify and/or grant access to data to the person 

identified; (ii) the need to notify West Midlands Police, as owners of the data set; (iii) the 

need to erase the person’s data from all data sets; (iv) the need to re-anonymise the 

person’s data from all data sets.  

• R4 Researchers should report to the SPIRIT Executive Board the incidental findings that 

could be a threat for citizens’ rights. The SPIRIT Executive Board will communicate and 

share it with the SPIRIT DPO, and the EAB members. They can decide alike about the 

steps to be taken upon discovery of incidental findings. According to the gravity of the 

incidence, they might consider whether to disclose or not to disclose the findings to the 
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affected person. They can respect the person’s preference not to know. However, 

exceptions should be discussed, argued, and documented. 

• R5 The general principle of the right to know and decide prevails prima facie in the case 

of false positives. The affected person should receive a report both about the incidence 

and the adopted solution.  

• R6 In response to the trust imparted to them, researchers owe society and research 

participants obligations to design and implement research in a responsible manner. No 

social discrimination should be tolerated. Any perception of a possible bias in the analysis 

or the performance of tests (due to technical failure or any other causes) should be 

reported.  

• R7 Researchers should also develop a process for evaluating and managing 

unanticipatable findings. This is what Deliverable (D9.2) is carrying out when turning 

incidental findings into incidental risks, and when reducing them as much as possible into 

remaining residual risks. 

• R8 Companies, research units, universities, DPO and EAB members should be open to 

providing guidance and educational guidelines on ethical and legal privacy and data 

protection issues to all members of the Consortium (including especially the end-users 

of the system).  

• R9 Researchers should prepare educational materials to inform all investigators -

including LEAs, occasional practitioners, and potential recipients— about the ethical, 

practical, and legal considerations raised by incidental, secondary, and discovery findings 

and risks. 

• R10 Due to the sensitive nature of their work in SPIRIT, researchers will keep it 

confidential, especially for matters related to their relationships with LEAs. Scientific 

communications are nevertheless encouraged, under the supervision and previous 

approval of the SPIRIT Executive Board. 

 
LEAs 

• R11 The principles of justice and fairness require that all individuals (including LEA 

investigators) have access to adequate information, guidance, and support in making 

informed choices about how to proceed, what kind of information to seek, and what to 

do with the information once received.  

• R12 LEAs must comply first with internal policies and standards at the regional and the 

national level, and with the legal provisions applicable to them. However, data 

protection and privacy has become a European matter, as the Regulation is directly 
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applicable to all state members. Accordingly, while being the recipients of European 

research funds, LEAs should be compliant with the decisions made by the SPIRIT DPO and 

the Ethical Advisory Board related to ethics, incidental findings, and incidental risks 

management.  

• R13 LEAs will attend the requirements of information on ethical and legal issues received 

from the SPIRIT Executive Board, the SPIRIT DPO and the SPIRIT EAB.  In compliance with 

the recently enacted EU GDPR, agencies will cooperate closely with SPIRIT researchers 

to produce a dynamic and updated Data Protection Impact Assessment throughout the 

project. 

• R14 LEA agencies will evaluate regulatory oversight of the use of the SPIRIT platform to 

ensure safety and reliability. Regular internal controls will apply. However, due to the 

special sensitivity of personal information, an identifiable internal controller will be 

appointed, assuming the responsibility to act as DPO to facilitate the connection with the 

SPIRIT DPO throughout the project. 

• R15 LEAs will respect the foreseen policy for re-identified data, the Privacy preserving 

algorithm development, and the PbD ontology to comply with the SPIRIT regulatory 

model.  

• R16 LEAs will provide true and reliable information to calibrate the risk model and 

minimize residual risks in accordance with the national and international applicable law 

that regulate LEAs’ behaviour and practices.  

• R17 A special license comprising all aspects of security (screening, scoring, monitoring) 

will be granted to operate within SPIRIT.9 

• R18 Major breaches of security – for example allowing another individual to access the 

system on their behalf, or being careless with access, or breach of confidentiality or 

secrecy – will involve immediate suspension of the licence.  

• R19 Law enforcement organisations and departments within those organisations will 

also be scored. These scores will be a weighted aggregate of the scores for those 

individuals who are granted access, plus some scoring of the organisations past record 

on relevant matters. 

• R20 If the organisation is found to have behaved in a way which is deemed in breach of 

regulations or unethical this will generate a reduction in the suitability score for that 

organisation. 

                                                       
9 See the precisions made in D9.2 (Section 6.2, Rule 7, note 24), about this Recommendation. 
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• R21 If an organisation’s score falls below a pre-determined level, access to the system 

will be withdrawn, pending an investigation. It will only be granted again if relevant 

safeguards, retraining etc. have been introduced.  

• R22 LEAs will set a redress procedure to amend possible damages in the case of false 

positives, leakages on the Web, or damages to personal reputation of individuals not 

involved in criminal behaviour. This will include a public announcement of apologies, 

mediation, arbitration and eventually compensation, depending on the severity of the 

incident and the legal system under which they operate.  

• R23 The redress system (point 12) will be subject to national legal provisions, case-based 

law, and LEAs’ internal controls and guarantees. But especially in the SPIRIT testing 

phase, it will be also under the ethical and legal supervision and scrutiny of the DPO and 

the EAB. The EAB will have the ultimate power to prevent LEAs from using the system if 

the level of incidental risk is deemed to be below the acceptable threshold.  

• R24 The nature of harm will serve as criteria for the EAB and DPO to decide about what 

kind of disclosure, notification and regulatory regime to apply in case of data breach, 

false positives, and any discovered or reported threat to personal data identity.  

• R25 As stated by the Directive (art. 56), “any person who has suffered material or non-

material damage as a result of an unlawful processing operation or of any act infringing 

national provisions” has the right to receive compensation for the damage suffered from 

the controller or any other authority competent under Member State law. This explicitly 

includes LEAs.  The EAB and DPO, after ethical and legal advice, will decide what is the 

appropriate way to proceed to reach a reasonable degree of redress. This will happen 

even in the case that the Directive has not yet been integrated into the national legal 

system. 

 

5.1.3 Notifications to National Data Protection Authorities 

SPIRIT Deliverable D9.4 on Notifications to National Data Protection Authorities includes all the 

guidelines and recommendations set up by the EAB in order to readdress the initial strategy on 

notification to National Data Protection Authorities provided in SPIRIT First Ethical Screening Report 

(December 2017).  
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5.1.4 Ethics Committees Opinion: The Catalan Artificial Intelligence Association (ACIA)10 and 

the UAB Ethics Committee on Animal and Human Experimentation (UAB Ethics 

Committee)11 

The SPIRIT project has been examined by two different entities. The Catalan Artificial Intelligence 
Association (ACIA)12 has evaluated the SPIRIT project from a technical point of view. Annex IV shows 
ACIA original opinion which highlights all the measures taken within the SPIRIT project. As a result, 
the ACIA has provided a “POSITIVE” opinion. 

In addition, the UAB Ethics Committee, after the review of all the potential risks and the mitigation 
measures adopted by the SPIRIT Consortium, has provided a “POSITIVE” opinion, depicted in Annex 
V. 

5.2 LEAs’ Ethical Committees 

The SPIRIT Consortium will work together with LEAs and their internal structures to ensure the 

adherence and compliance with the highest ethical standards. LEAs Ethical Committees, if they exist, 

will be informed at least two months before the evaluation phase of the SPIRIT project starts (M15) 

as an extra external mechanism of monitoring and control. In this sense, Annex VII provides an 

information template letter. 

5.3 National Data Protection Authorities 

The European Data Protection Board (EDPB) collects details on all the European Data Protection 

Agencies, including contact details and their official home pages. This information is provided in 

accordance with the content on notifications provided in D9.4. This information is available at: 

https://edpb.europa.eu/about-edpb/board/members_en 

 

                                                       
10 The original ACIA opinion is provided in Annex IV 
11 The original UAB Ethics Committee opinion is provided in Annex V 
12 The Associació Catalana d’Intel·ligència Artificial (ACIA) is a non-profit association for the advancement of Artificial 
Intelligence (AI) in the Catalan society. Its main goal is to support communication between the persons and the 
organisations involved in AI and promote social, cultural, scientific, economic and governmental awareness on AI. ACIA is 
member of the European Association for Artificial Intelligence (EurAI)  
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ANNEX I – EAB Invitation Letter 

 

     
 

Subject: Formal Invitation Letter as Ethical Advisory Board Member for the SPIRIT project 
 
Dear Professor [Pagallo, Mitrou, Dignum, Sartor, Watts] 

I am writing you on behalf of the Project Coordinator of the SPIRIT Project funded by the European 

Commission Horizon 2020 program and in my capacity as the Director of the Institute of Law and 

Technology of the Autonomous University of Barcelona, currently the SPIRIT Ethical Leader of Work 

Package 9 (Privacy, Law and Ethics) of the SPIRIT project. 

By this letter, I would like to formally invite you to be one of the members of the SPIRIT Ethical 

Advisory Board (EAB) considering your scientific and professional background, knowledge and 

experience in the field of Privacy, Data Protection, and Ethical implications of technology 

developments. After reviewing the role, tasks and responsibilities of the EAB, we hope you will be 

interested and available to play this role within the SPIRIT project.  

The goal of the project is to develop a semantically rich sense-making capability to facilitate LEA 

investigators in the resolution of different facets of criminal and terrorist identity. SPIRIT will provide 

capabilities to continuously initiate complex associative searches over all sources relevant to the 

current investigation, correlate information from multimedia data, give the space to reason over 

information with uncertainty, and structure and manipulate information into a unified view of the 

available evidence over a regularly updated, searchable knowledge base. The final goal is to empower 

the investigator to provide a resolved identity and its provenance trail with confidence as 

substantiated evidence to be presented in court. The project runs from 1st August 2018. The lifespan 

of the project is 36 months and consists of a consortium of seventeen institutions from nine different 

countries, amongst which is Serbia (a non-EU country).  

In relation with the roles, tasks and responsibilities of the SPIRIT EAB as previously informed to you 

by email and teleconferences are the following:  
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• SPIRIT EAB will act as an independent advisory board providing continuous advice to the 

SPIRIT Consortium as detailed in the Workplan of the DoA, which is part of the 786993 

H2020 SPIRIT Grant Agreement. 

• SPIRIT EAB’s role will be to monitor the project modus operandi with reference to ethics, 

continually throughout the project lifecycle. 

• The responsibility of the SPIRIT EAB apart from delivering six ethics screening reports is 

to regularly monitor the list of issues mentioned in the Workplan of the DoA and advise 

the SPIRIT Consortium of the appropriate procedures to avoid the manifestation of 

ethical concerns and risks. EAB reports will be communicated inter alia directly to the 

SPIRIT Project Officer. 

• The SPIRIT Consortium will cover the SPIRIT EAB effort remuneration expenses. Incurred 

expenses, apart from effort remuneration will be invoiced to the technical coordination 

partner of the project who will monitor and endorse the nature of the cost, according to 

a defined list of costs previously pre-scheduled and approved by the Project Technical 

Coordinator.  

If you wish to accept the offer, further information regarding the EAB will be provided to you. In this 

regard, I look forward to hearing from you regarding this formal invitation. 

UAB, July 20th, 2018 

Yours sincerely, 

 

 

Dr. Pompeu Casanovas 

IDT-UAB Director 

La Trobe Research Professor 
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ANNEX II – Letter of Agreement of Participation as SPIRIT EAB member 
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ANNEX III - Minutes of the SPIRIT EAB constitution and launching 
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ANNEX IV – Opinion of the Catalan Artificial Intelligence Association 
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ANNEX V – Opinion of the Ethics Committee on Animal and Human 
Experimentation 
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ANNEX VI – EAB Deliverable Approval 
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ANNEX VII – Information letter to the LEAs’ Ethical Committees 
participating in the SPIRIT project 

  

TO WHOM IT MAY CONCERN 

 

Dear Sir/Madam, 

The purpose of this letter is to inform you in our position as Coordinator of the European funded 

research project SPIRIT-Scalable privacy preserving intelligence analysis for resolving identities, about 

the starting of the evaluation phase of the project. Some testing activities will be conducted within 

your organisation and due to the nature of such activities we kindly ask for your assistance in order 

to develop this phase according to the highest ethical standards.  

 The SPIRIT Consortium and ourselves as Coordinators are fully aware that the SPIRIT project 

entails risks on the processing of personal data. 

 The project consists of a Consortium of seventeen institutions from nine different countries, 

amongst which Serbia (non-EU country) is one of them.  In that sense, it is important to stress the 

following: the activities foreseen in Serbian territory will be conducted in strict compliance with the 

ethical and legal rules and guidelines set up within the SPIRIT project, and especially those of the 

Independent Ethics Board (IEB) appointed for the project. These rules will be designed in accordance 

with the European Union legal and ethical framework. 

 The goal of the project is to develop a semantically rich sense-making capability to facilitate 

LEA investigators in the resolution of different facets of criminal and terrorists’ identity. SPIRIT will 

provide capabilities to continuously initiate complex associative searches over all sources relevant to 

the current investigation, correlate information from multimedia data, give the space to reason over 

information with uncertainty, and structure and manipulate information into a unified view of the 

available evidence over a persisted, searchable knowledge base. The final goal is to empower the 

investigator to confidently provide a resolved identity and its provenance trail as substantiated 

evidence to be presented at court. 

 During the proof of concept phase of the project two different types of data have been used: 

i) Valcri Project research dataset from the EU FP7 Project Mosaic; ii) and, mock-up websites and social 

network profiles. The SPIRIT Consortium has obtained the necessary authorisation for the reuse of 
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the anonymised Valcri data set. Additionally, each partner signed a SPIRIT Data Confidentiality 

Agreement and a SPIRIT Individual Person Data Confidentiality Agreement.  

Furthermore, it is foreseen that within the evaluation phase of the project personal data coming from 

LEAs databases and open source data will be used with the aim of gathering feedback in relation with 

the SPIRIT platform. This feedback will be given back to the SPIRIT Consortium after full 

anonymisation and no personal data will be transferred from LEAs databases to the SPIRIT 

Consortium.  

The reuse of such data obtained by police forces for the purposes of prevention, investigation, 

detection or prosecution of criminal offences or the execution of criminal penalties, including the 

safeguarding against and the prevention of threats to public security fall under the scope of Article 1 

of the Directive 2016/680. Particularly, Articles 4.2 and 4.3 of the Directive cover the use of data in 

SPIRIT activities since it can be considered a scientific use for the purposes of Article 1.1 of the 

Directive.  

Each LEAs participating as end-users in the SPIRIT project have signed a service contract with 

LUTHECH SPA, acting as Coordinator of the Consortium, in representation of all the technical partners. 

The content of the Service Contracts covers: i) Section A: Personal data (strict compliance with the 

ethical and legal requirements in terms of protection of personal data; identification of the data 

controller and data processor within the SPIRIT project; no personal data will be transferred from the 

SPIRIT end-users to the SPIRIT technical partners); ii) Section B: Levels and Conditions of Access 

(access to SPIRIT end-users facilities); iii) Section C: Terms of Collaboration (establishing licenses for 

the SPIRIT prototype during the project; licenses for the SPIRIT prototype after the project and 

maintenance of the SPIRIT prototype.  

 The SPIRIT platform will be object of end-users evaluations in three main areas (usability, 

analytical work and user satisfaction) with the aim of providing feedback to the technical partners of 

the SPIRIT Consortium on these specific areas. End-users evaluations will take place at the facilities of 

the SPIRIT end-users: Greece, UK, Belgium, Poland, and Serbia. During the evaluation activities all the 

participating LEAs officers will be informed and requested to provide consent. LEAs Ethical 

Committees will be also notified in order to ensure operational and ethical accountability, 

effectiveness of internal controls, transparency, and prevention of malpractice.  

The SPIRIT Consortium have been taken the following measures to minimise the risks related 

to the processing of personal data within the project: i) an Independent Ethics Board has been 

appointed; ii) a SPIRIT Data Protection Officer has been appointed; iii) the project implemented 

Information Security technologies; iv) the proof of concept phase of the project used only anonymised 

and dummy data; v) only LEAs officers trained and subject to strict supervision by their organisation 
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will be able to use the technology in real life scenarios with real personal data according to their 

national and European legal framework; vi) Informed consent forms and procedures have been 

implemented to ensure the voluntary participation of these LEAs officers; vii) SPIRIT Consortium 

partners other than LEAs will have access to personal data only if it is absolutely necessary, when 

national legislation allows it and after obtaining the correspondent authorisation by the LEA and the 

EAB of the project; viii) a SPIRIT policy for data re-identification risks have been designed; ix) retention 

periods and destruction mechanism have been established; x) an incidental findings policy have been 

created ; xi) a set of safeguards regarding privacy preserving algorithm development have been 

developed; xii) a Data Protection Impact Assessment have been conducted including a full assessment 

of the residual risks identified; xiii) a SPIRIT regulatory model will be developed taking into account 

the pragmatic side of the protections in addition to semantics, the role of the different data 

protection controllers in each organisations and their layers of multi-level governance; xiv) a written 

commitment to limiting the countries to which the end product is made available to adhere the EU 

limitations on the exporting of surveillance technologies have been signed by the SPIRIT Consortium; 

xv) and appropriate training procedures for research staff to ensure that they are familiar with the 

legal and ethical risks previously identified within the project will be developed.  

In order to ensure that you have all the necessary information we attach to this request an 

information package of the project containing: i) a brief general and technical description of the 

project; ii) the list of beneficiaries; iii) expected results; iv) a list of identified ethical and legal issues 

posed by the project in terms of protection of personal data; v) overview of the ethical, legal and 

ethical measures designed to guarantee that the research project activities are developed in 

accordance with the applicable legal framework at national and European levels.  

LUTHECH SPA, as SPIRIT project coordinator is the data controller of the processing activities during 

the project. The contact person is: Paolo Fabbri (P.Fabbri@lutech.it).  

Might you require any further information on the project, its objectives and measures to be included 

to ensure privacy, please do not hesitate in contacting me at your convenience. 

Yours sincerely, 

 

 

 

 

Project Coordinator 
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